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Executive Summary



Banks see the value in fraud and AML convergence,

getting there

“We have been actively working
to increase the convergence
between our fraud and AML
operations.”

Vice President, Financial Crime Operations

Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey,

2025. N = 30 1. See details on institutions and professionals surveyed in “About the Survey” on page 31.
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Anti-fraud (fraud) and anti-money laundering (AML)
operations within a bank have distinct business
imperatives, processes, procedures and KPIs. At
the same time, they are united around a common
goal of detecting and preventing financial crime and
use similar tools toward this end. And, while
increased collaboration and convergence between
fraud and AML can deliver efficiencies and lower
costs, challenges remain.

Deeply siloed lines of business and complex system
architectures have limited the potential for
collaboration between fraud and AML at many top
tier banks. The situation is very different at mid-
market banks. Most banks want, and many to some
degree already have, convergence of organizations,
processes and systems for fraud and AML.

Collaboration

0%

Have implemented some
degree of collaboration
between fraud and AML.
0% say they have no need
for convergence

Shared systems

3%

Share part or all of their
fraud and AML systems

but need help

The way forward can be challenging, due to
aging systems, operational and data silos and
the initial investment required. As a result, the
path to convergence requires vision,
steadfastness and the right technology.

Celent surveyed mid-market banks; savings
institutions and credit unions; and neobanks in
the US to gauge the appetite for fraud and AML
convergence and to understand the approaches
they take.

This study presents the findings from an online
survey of 30 fraud, compliance, operations and
IT professionals, as well as insights from in-
depth phone interviews with selected survey
participants.?

Artificial Intelligence

100%

Use Al to support a
range of fraud and AML
use cases



Fraud and AML convergence rewards a methodical approach

Successful convergence requires
coordination of people, processes and
technology

Bringing together fraud and AML requires
collaboration among teams and linking up data and
systems, for example, by:

+ Sharing data across fraud and AML to help mitigate
risk

* Providing teams with cross-training to facilitate
working across functions as needed

+ Integrating data to enable fraud and AML teams to
access a centralized data repository and analyze it
collaboratively

* Maximizing the use of AI and machine learning,
ideally on a single platform, to identify suspicious
activity

6 7 o/ agree that the term "FRAML"
o oversimplifies the complex

processes needed to
successfully align fraud and
AML
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Banks see the potential benefits

Banks can reap multiple benefits by coordinating
fraud and AML programs. These include:

* Supporting a broader investigation context to
provide a more holistic view of customer risk

» Increasing operational efficiencies and lowering
costs

* Helping ensure that no financial crime slips
through the cracks that exist between fraud and
AML operational procedures

+ Meeting regulatory expectations for enhanced
coordination of fraud and AML efforts

63 0/ say that fraud and AML
o convergence will increase

operational efficiencies

Artificial Intelligence: Fighting fire with fire

Bad actors today are successfully exploiting machine

learning and generative Al to commit financial crimes.
Banks need to up their AI game in order to effectively
respond by:

* Applying machine learning to large data sets to
identify suspicious activity and anomalies

» Supporting process automation to reduce the risk of
human error and perform repetitive tasks efficiently

* Moving from reactive, after-the-fact detection to
proactive, predictive analysis

By leveraging the unified data and greater context that
a FRAML approach can provide, Al can more effectively
pinpoint risks and reduce false positives.

o see the use of Al by
/o criminals as one of their

top challenges



Challenges in Fraud and AML




Why should banks converge AML and fraud?

The promise of FRAML

Regardless of the degree of convergence, fraud and AML rely
on similar tools, data and processes to identify and mitigate

financial crime risks.

Fraud departments focus on preventing theft, check and

payment fraud and transaction fraud. AML operations are

responsible for identifying attempts to introduce money
obtained through illegal activities like corruption, drug

trafficking and terrorist financing activities into the financial

system. Both processes detect unwanted financial
transactions that present risks to the banking system.

Banks, particularly mid-market banks, are increasingly

looking to increase collaboration and convergence between
fraud and AML in order to improve efficiency, support better

outcomes and contain costs.

Convergence is not always linear, and 67% of banks
surveyed think that the term "FRAML" oversimplifies the
processes needed to successfully align fraud and AML.

‘ ‘ I believe integrating our fraud and AML teams will be a total game changer for us.

Challenges of FRAML

While many banks seek to increase collaboration of
fraud and AML operations and technology, there are
a number of challenges.

Regulatory and compliance requirements. Fraud
and AML have separate compliance protocols to
follow, which can result in teams still working in
silos rather than on a collaborative basis.

Aging technology. It can be difficult to integrate
inflexible legacy systems, which complicate the
integration of fraud and AML functions at the system
level. Inflexible systems also make it difficult to add
new technologies such as machine learning,
biometrics and support for digital financial services
channels.

Cost of transformation. While new technology can
help, for mid-market banks the cost of technology
transformation can be a hurdle.

It will help us detect risks at an earlier stage so that we can take preventive

measures and reduce financial crime effectively. It will even improve the overall

regulatory compliance structure of the bank.

Director of Fraud Monitoring and Analytics
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Benefits of fraud and AML convergence

Celent’s research detected a trend at mid-market
banks toward integrating their fraud and AML
operations. Fraud and AML are linked at many banks
from the organizational, process and systems points of
view, and banks want to do more.

Running fraud and AML on a unified platform is
common at small banks. At large banks, the size and
complexity of their operations make convergence
difficult. Mid-market banks have the most to gain from
fraud and AML integration.

Increased collaboration and convergence between
fraud and AML can benefit banks’ anti-financial crime
efforts in multiple ways.

* Increased alignment of fraud and AML processes
can enable faster risk identification, investigation
and reporting

* Collaboration and information sharing can reduce
duplication of effort, which can help contain human
resources cost

+ Integration of systems can support data sharing and
analysis and potentially reduce maintenance costs

* Moving onto a unified fraud/AML platform provides
an opportunity to choose modern technology that
supports machine learning and process automation,
increasing detection capability and operational
efficiency



Top drivers of change in fraud and AML programs

Banks need to address a changing financial crime landscape while at the same time controlling costs

Financial institutions implement change in their fraud and AML programs for a
variety of reasons, and there are often multiple factors driving change.

Banks face a rapidly changing financial crime landscape, with new fraud
vectors and money laundering techniques emerging continuously. At the
same time, the cost of combatting financial crime has skyrocketed, primarily
due to process inefficiencies—read “high false positives rates”—arising from
the limitations of legacy anti-fraud and AML technology.

Banks see these two challenges—the imperative to contain compliance costs
and the need to handle new types of crime—as equally important. Both of
these were cited as drivers for change by 47% of banks.

Banks also point to the need to control customer friction around, especially,
fraud processes (apart from KYC requirements, AML processes are less likely
to touch the customer directly), as well as the need to support digital services
from the financial crime perspective. Both of these areas were noted as
drivers for change by 40% of banks. Maintaining effective fraud controls
while minimizing negative impacts on the customer experience is a concern
of banks as consumers in the digital age have come to expect high levels of
service.

Regulatory issues and AFC technology evolution were singled out as drivers
of change by a smaller proportion of banks. Looked at another way, however,
this may suggest that 33% of banks are facing regulatory scrutiny around
their fincrime operations and 23% see the need to upgrade their fraud and/or
AML technology in order to meet operational needs and regulatory
requirements.

© CELENT

Top drivers of change in fraud and AML programs

Imperative to contain the rising cost of compliance 47%

The need to handle new types of crime 47%

Customer friction due to existing fraud processes 40%

The need to support digital financial services 40%

The need to handle increased volumes of crime 37%

Regulatory expectations 33%

Customer friction due to existing AML processes 33%

Evolution of anti-financial crime technology 23%

W Rank 1 Rank 2 Rank 3 O Total, Rank 1-3

Question: Please rank the main drivers of change for your fraud and AML program? Total of Rank 1, 2 and 3
Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30



Top challenges in anti-fraud programs

Staffing is a high priority issue for virtually all banks

Banks face a broad range of challenges in their anti-financial
crime programs. Looking first at their fraud programs, almost all
banks point to the difficulty in maintaining adequate levels of
well-trained analysts. Fully 57% of banks cite analyst staffing as
the biggest challenge in their fraud programs and 90% cite it as a
top 3 challenge.

False positives are as serious a problem for fraud operations as for
AML and are cited as a top 3 challenge by 37% of banks. As fraud
attacks grow in number, banks are increasingly challenged to
maintain analyst levels sufficient to support anti-fraud operations.

These challenges are interrelated. Aging technology and the
related issue of controlling costs are both cited as top 3
challenges by 30% of banks. In turn, legacy systems are a major
cause of—and spiraling costs are in large part a consequence of—
high false positive rates in fraud.

Consortium data and machine learning-based predictive analytics
are important tools in the fight against fraud and are cited by 30%
and 27% of banks respectively as a top 3 challenge. This suggests
that many mid-market banks in the US need help in accessing
high-quality data as well as sourcing effective models to support
their anti-fraud operations.
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Top fraud program challenges

Analyst staffing

High false positive alert rates

Sourcing effective fraud consortium data
Aging technology

Controlling costs

Machine learning model development and maintenance
Regulatory changes/pressures
Adversaries using Al

Staying ahead of new types of crime
Rules development and maintenance
Not having the systems we need

Changing priorities and redeployment of resources

|
| 37%
[ | 30%
[ | 30%
[ | 30%
[ | 27%
20%
[ | 13%
B 10%
7%

B 3%

3%

W Rank 1 Rank 2 Rank 3 O Total, Rank 1-3

Question: Which issues or challenges are you facing in your anti-fraud program?

Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30

90%



Top challenges in AML programs

Analyst staffing, false positives, sourcing sanctions/KYC data and model maintenance are the top challenges

Turning now to their AML programs, analyst staffing is again the
leading challenge. Forty-seven percent of banks cite analyst staffing
as the highest priority challenge in their AML programs and 77% cite
it as one of their top 3 challenges.

False positives, the second most-cited challenge, is closely related to
staffing issues. The high rate of false positives generated by AML
systems translates into more alerts for compliance analysts to
investigate, which can lead to a need for more analysts to cope with
the workload as well as analyst burnout.

In turn, legacy technology is a leading contributor to the false
positives problem. Thirty percent of banks cite aging technology as
one of their top 3 challenges.

Evolution in AML technology is helping and many banks are deploying
Al to increase the accuracy of AML alerts and reduce false positives.
Model development and maintenance has therefore become an issue
for many mid-market banks, with 33% of banks citing this as a
challenge.

Regulators place a high priority on banks adequately screening for
customer risk and weaknesses in this area have been the target of
numerous actions and fines. Reflecting this, 33% of banks point to
sourcing KYC, KYB and sanctions data as a top 3 challenge.
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Top AML program challenges

Analyst staffing

High false positive alert rates

Machine learning model development and maintenance
Sourcing sanctions, KYC and/or beneficial ownership data
Aging technology

Rules development and maintenance

Controlling costs

Regulatory changes/pressures

Adversaries using Al

Staying ahead of new types of crime

Changing priorities and redeployment of resources

Not having the systems we need

mRank 1 Rank 2 Rank 3

Question: Which issues or challenges are you facing in your AML program?

|
[ | 40%
[ 33%
33%
] 30%
. 23%
23%
[ | 17%
[ | 17%
M 7%
0%
0%

OTotal, Rank 1-3

Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30

77%

10



Trends in Fraud and AML
Convergence




Collaborating across fraud and AML

Many mid-market banks share resources across anti-financial crime functions

How does your organization manage resource allocation for your risk and

(] ] 9
43% of banks share resources across fraud and compllance verticals?

AML teams

The majority of banks are facing staffing issues across

their AML and—to an even greater extent—their anti-

fraud operations. Factors contributing to these

shortages include a general lack in the marketplace of

well-trained AML and fraud analysts, limitations in B Fraud and AML have separate dedicated
fraud and AML systems that lead to high false positive teams

rates, and rising levels of financial crime on the both

AML and especially the fraud side. B Fraud and AML have separate teams but

Only 20% of mid-market banks in the US maintain a share resources during peak periods
shared team to support both fraud and AML

operations. A majority of banks—66%—have separate M Fraud and AML are managed in the same
teams for fraud and AML. To address the staffing team

challenges that, as we have seen, affect both the

fraud and AML functions, many banks—43% of the We outsource some or all compliance
total—share resources across these teams as needed. processes

66% have
— separate fraud
and AML teams

Another response to the staffing requirements of
fraud and AML programs is to outsource these
processes. Business process outsourcing of anti-
financial crime functions has been a slowly building
trend, and 14% of mid-market banks say they
currently outsource some or all of their compliance
processes.

Question: How does your organization manage resource allocation for your risk and compliance verticals?

Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30
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Pros and Cons of fraud and AML collaboration

Banks see increased efficiencies and reduced TCO as potential wins from increased collaboration

Pros

When considering a more collaborative approach to
fraud and AML operations and technology, banks cite
the potential for increased operational efficiency and
a lower cost of ownership as the biggest win, cited by
63% and 53% of banks respectively.

Gaining a holistic view of activity—a 360-degree view
across both fraud and AML—to provide a broader
context for investigation is seen as a benefit of fraud
and AML collaboration by 50% of banks. Many banks
also see fraud-AML collaboration as contributing to
better detection itself (47%) and as a means to
better meet regulators’ expectations.

Cons

If banks clearly see the benefits of collaboration,
they are also cognizant of the challenges in
implementing a combined approach to fraud and
AML. A major challenge is demonstrating return on
investment to support the business case for change
(57%). Banks are also wary of the added complexity
of developing the rules and models needed to
effectively support both fraud and AML (also 57%).

Interestingly, tipping off risk—e.g., that customer
outreach around fraud could let an entity know they
are under suspicion for money laundering—is also
seen as a risk by many banks.
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Pros and Cons of a collaborative approach to fraud and AML

Increased operational efficiencies _ 63%
Lowered total cost of ownership [ 53%

(%)
o
E Broader investigation context _ 50%
Increased detection accuracy and effectiveness _ 47%
Enhanced response to regulatory requirements _ 43%
Difficult to demonstrate ROI 57%
Increased complexity of rules/
(7, . 57%
> model development and maintenance
8 Regulatory and legal concerns; e.g., tipping off 43%
Increased management and operational
43%
burden
Increased regulatory and reporting complexity 33%

Question: When you look at a collaborative approach to fraud and AML, what do you see as the pros and cons?
Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30
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Appetite for fraud and AML technology collaboration is strong

None of the banks surveyed said they have no need for technology convergence

From a technology perspective, a majority of
banks (60%) have combined some or all of their
anti-fraud and AML technology.

Moreover, a majority of banks (53%) that have
partially consolidated their fraud and AML
technology—or have not yet started on the
journey—would like to do more.

Significantly, no banks assert they have no need
for convergence.

Banks that have started on the journey report a
number of benefits from a more collaborative
approach to fraud and AML.

According to one bank,“one of the biggest
advantages of this collaboration is our ability to
detect suspicious activities much faster. Fraud
cases often provide early warning signs of
potential money laundering, while AML
investigations sometimes uncover fraud schemes
that wouldn’t have been obvious to the fraud
team alone. By collaborating, we can connect the
dots and identify the origin of the threat.”

© CELENT

Appetite for a more collaborative approach to fraud and AML technology

We have already done it || N | ENNNE 20%
We combine some of it, but we'd like to do more || N ;0%
We combine some and we're happy with that || | | | ) BEREEEE 20%
We have tried but it wasn't successful [l 7%
We don't do it and we'd like to | GG 13%

We don't do it and we won't 0%

of fraud and AML, resulting in a better customer experience. For
example, a single risk-based approach may improve decision-making
and reduce unnecessary friction.

‘ ‘ At the end of the day, our bank can also benefit from the convergence

Senior Fraud Risk Manager

Question: Which statement best describes your appetite for a more collaborative approach to fraud and AML technology?
Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30
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Potential and realized cost savings from Fraud and AML collaboration

Banks that have not fully merged their fraud and AML operations still expect they would reap hard dollar benefits

A hard dollar measure of the potential benefits of
merging fraud and AML operations and technology is
the cost savings that banks expect that they would
save.

Most banks that have only partially consolidated their
fraud and AML program or that have not yet started the
journey—41%—estimate they could save between $1
and $5 million over five years if they were to merge
their programs. Another 36% expect they would save
more than $5 million over five years.

These are high expectations for a mid-sized bank. Even
so, the smaller proportion of banks that have
successfully merged their fraud and AML programs
report even greater benefits, with 50% saying they
have saved more than $5 million each year by
consolidating.

Here is one bank’s experience: “We have saved a
significant amount of money through the integration of
our fraud and AML operations, generally by making our
core operations more effective and efficient. By the
convergence of fraud and AML, both teams share
customer data and use similar technological tools to
run independent analyses. This is more cost-effective
than running different operations within individual
fraud and AML teams.”

© CELENT

How much money could you save How much money have you saved
over 5 years? annually?

(asked of banks that have started (asked of banks that have already
consolidating fraud and AML systems or consolidated fraud and AML systems)

would like to)

B Under $1 million
S1 million to 5 million

B More than S5 million

Questions: In your best estimate, how much money could you save over 5 years by merging fraud and AML together? N = 22
In your best estimate, how much money have you saved annually by merging fraud and AML together? N = 6

Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025 15



Cautionary tales: Why some initiatives don’t succeed

Failure to stay on time and on budget and higher-than-expected run time costs have sunk some FRAML projects

Reasons why fraud and AML consolidation efforts were unsuccessful

Only a few banks—7%—have tried to combine their anti-
fraud and AML technology and not succeeded.

fdowmeriial U7
Commonly experienced reasons for this include failing to or budgetary limits °
bring the project in on time and/or on budget, as well as
prohibitive run time costs. Part of this challenge lies in Prohibitive run time costs _ 100%
the higher cost of modern, more capable technology as
compared to legacy systems, as well as the data Unable to realize the efficiency benefits _ 50%
management costs involved in supporting advanced
analytics.
Failed to gain the support of our regulators _ 50%
Some banks report they were unable to achieve
expected efficiencies or that consolidation had a Consolidation had a negative impact on detection
' - - I ;o
negative effect on accuracy and effectiveness. One accuracy and effectiveness
challenge here is the gap between the batch-oriented
processes of AML and the real-time operations of fraud.
;rfgiisgg\ﬁrsd;reea;ltrggfll;de;?nnﬂﬁgi;oﬁgkcggmcthis Fraud and AML teams use different technologies; fraud teams use
barrier and will continue to do so over the mid- to long- real-time AI models, while anti-money laundering team uses rule-
term. based transaction monitoring. So, full convergence requires
Speaking more broadly, fraud and AML have developed significant investment in unified platforms, which many banks are
distinct skill sets and tools which need to be reconciled hesitant to implement immediately.
in order to support successful integration of the two
disciplines. Legacy organizational structures mean that Senior Fraud Risk Manager

merging fraud and AML teams requires a cultural shift,
new networks, and new technology integration, all of
which require careful planning and proven partners.

Question: Why was your initiative to consolidate fraud and AML technology not successful?
Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 2
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Perceived barriers to consolidating fraud and AML systems

Banks see establishing a solid business case for change and system/process incompatibility as the biggest challenges

Most mid-market banks in the US see the benefits of

taking a more collaborative approach to fraud and AML

and are keen to move more in this direction.

At the same time, as with any change management
program, merging fraud and AML is not always a slam
dunk.

One of the most promising areas for realizing lower
TCO is rationalizing fraud and AML technology
systems. Yet banks are aware of potential roadblocks
to consolidating systems.

Most banks (83%) see challenges in proposing a solid
business case as a hurdle to be overcome. Yet, as we
have seen, banks that have merged systems report
significant cost savings.

Many banks (57%) are skeptical that merging fraud
and AML systems can work. A related concern is the
perceived difficulty of integrating the real-time
processes of fraud with batch-oriented AML.

Choosing a technology partner that offers a strong
value proposition around fraud and AML collaboration
can put banks on a strong footing to overcome these
obstacles.

© CELENT

Barriers to a more collaborative approach to fraud and AML technology

Challenges over the business case

Fraud and AML systems can be bolted together, but it still doesn't work
Difficulty in integrating real-time and batch processes

Fraud and AML systems can't be bolted together

Siloed data

Siloed organizational structure

66

I, 239
I o
I 32

I 7%

L [

I 79

The biggest hurdle was technology, or more specifically, data
orchestration. Our fraud team is focused on real-time transaction

monitoring, while AML is more retrospective in nature. Merging these
approaches into a single system that meets both needs has taken

time and a significant investment.

Director of Fraud Operations

Question: What are the main barriers to a more collaborative approach to fraud and AML technology?? Total of Rank 1,2 and 3
Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30
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Elements of FRAML:
People, Processes and
Technology




Collaboration relies on the alighment of three key areas: people,
processes and technology

/®\ People
®-®

* While 27% of mid-market banks surveyed have
completely separate fraud and AML
organizations, 23% of banks have fraud and
AML under one department or have merged
parts of their organizations

« For banks that have merged parts of their
organizations, the main areas of collaboration
are KYC, transaction monitoring and EDD

» Regardless of how they are organized, many
banks see the value in collaboration between
their anti-fraud and AML teams

— 50% share information between their fraud
and AML organizations

+ Collaboration and information sharing is often
on an as-needed basis, limited to high risk or
exceptional cases

- This is a starting point for banks to think
about further convergence of processes
on a BAU basis

© CELENT

=
ing)

O a

Processes

* 60% of mid-market banks have merged their
fraud and AML processes to some degree

— 47% have merged parts of their fraud and
AML processes and 13% have merged all or
most processes

» Convergence is most common for the cluster of
processes around KYC and the related domains
of CDD, sanctions screening and EDD—essential
processes for assessing customer risk

— Many banks also collaborate around alert
investigation processes

* Collaboration helps identify complex schemes
that might go unnoticed when fraud and AML
operations are treated in isolation

Technology

TTTTTT

[]

The sharing of systems across fraud and AML
mirrors process collaboration, with almost as
many banks (56%) sharing at least some
systems as have merged processes

Still, the 43% of banks that are currently
running separate systems for AML and fraud
are potentially missing out on the benefits of
sharing data and tooling

The most common areas of system
consolidation are KYC (65%) and EDD (53%),
followed by case management (47%) and
transaction monitoring (41%)

— Sharing systems in these areas supports
holistic analysis of customer risk and
efficient tracking and escalation of
suspicious activity

19



Approaches to fraud and AML collaboration: People

The most common form of organizational collaboration is information sharing between fraud and AML teams

Most banks see the value in collaboration
between their anti-fraud and AML programs.
Many have implemented collaborative
approaches and a significant proportion of banks
say they have a fully realized approach to FRAML
where fraud and AML sit within one organization.

This section takes a closer look at the nuts and
bolts of how mid-market banks have moved
forward with their fraud and AML programs.

Both fraud and AML require specialized
expertise. Fraud teams focus on real-time fraud
attacks, such as account takeovers, authorized
push payment fraud and synthetic identity fraud;
AML teams specialize in identifying financial
crime networks, often working with law
enforcement and regulatory bodies. The need to
ensure they maintain these specialized
capabilities is a primary reason most banks keep
their fraud and AML organizations separate. Only
23% of banks have partially or entirely merged
their fraud and AML organizations.

Accordingly, the most common form of
collaboration is sharing of information between
the two organizations (50%).

© CELENT

Fraud and AML organization

We have one organization that handles both fraud
and AML compliance.

We have merged parts of our fraud and AML - 10%
organizations. °

We share information between our fraud and AML
organizations.

Our fraud and AML organizations are completely _ 7%
separate. °

50%

‘ ‘ Our fraud prevention and anti-money laundering teams work closely
together because, in many ways, we’re fighting the same battle but
just from different sides.

Director of Fraud Operations

Question: Which of the following statements best describes fraud and AML organization at your bank?
Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30
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Information sharing between fraud and AML organizations

KYC, EDD and entity risk information are the most common touchpoints between teams

For the 50% of mid-market banks that
share information between their fraud and
AML organizations, most (47%) are sharing
AML information with their fraud team,
while 33% of banks use fraud information
to inform their AML operations. At 20% of
banks, information is shared bilaterally
between both teams.

At many banks, KYC screening has become
an integral step in the fraud value chain, in
addition to AML, and the most commonly
shared information is around know your
customer (67%). KYC is followed by the
related areas of enhanced due diligence
(60%) and entity risk assessment (53%).

Many banks (47%) also share notes around
suspicious activity. According to one bank,
a key driver for information sharing is
supporting the ability to recognize the
overlap in emerging financial crime
typologies, mainly those that involve digital
channels and cryptocurrency.

© CELENT

Information shared across fraud and AML organizations

Know Your Customer | 679

Enhanced due diligence || ENNINNEGEGEEEEEEEEEE 0%
Entity risk assessment || N NN -3
Suspicious or fraudulent transactions || N GEGTcTczNGINGEE 7%
Suspicious entities or known fraudsters || NG| NN 33
Sanctions |GG 33%
Risk information || ENNIGIGE 33%
Customer due diligence || IEGTNGNGNG 33%
Actions taken, e.g., client offboarding | NN NGE 33%
Reporting | IEGNG 20%

Questions: In which areas do you share information between your fraud and AML organizations?
In which direction do you share information between your fraud and AML organizations?
Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 15

Direction of information flow

B We share AML information with our Fraud
organization

We share Fraud information with our AML
organization

B We share information bilaterally between our
Fraud and AML organizations
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Focus areas for merged fraud and AML organizations

The three pillars of KYC, transaction monitoring and enhanced due diligence are common areas for shared teams

For banks that have merged some but not all of their fraud and
AML organizations, the main areas of collaboration are know
your customer screening followed by transaction monitoring.
Enhanced due diligence, closely aligned with KYC, is also a
common area for merged organizations.

These three areas constitute a core workflow in both fraud and
AML:

» KYC for assessing entity risk, particularly at customer
onboarding,

» Transaction monitoring to keep an eye on suspicious activity
and

» Enhanced due diligence to support investigation into
suspicious actors.

By grouping these pillars of anti-financial crime operations,
banks can efficiently and effectively support KYC risk
assessment and gain insights into risks and suspicious signals
emerging from both sides, AML and fraud.

According to one bank, “We try to get a 360 view of customer
behavior, so our fraud and AML teams have to interact. But it's
not like we are interacting all the time with every client; it's on
an as-needed basis.”
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Collaboration across fraud and AML organizations

Know Your Customer screening _ 100%
Transaction monitoring _ 100%
Enhanced due diligence _ 67%

Sanctions screening _ 33%
Risk information _ 33%
Customer due diligence _ 33%
Case management _ 33%
Alert investigation _ 33%

defense against financial crime but also align with regulatory
expectations for enhanced compliance and risk management
practices.

‘ ‘ Complete integration of Fraud and AML would not only strengthen our

Deputy Financial Crimes Officer

Question: Which parts of your fraud and AML organizations are merged?

Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 3
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Approaches to fraud and AML collaboration: Processes

Sixty percent of banks have at least partially merged fraud and AML processes, especially for KYC and related processes

Collaboration between fraud and AML processes at
banks looks very different than their organizational
set-ups. 40% of banks separate their fraud and AML
processes, although, as we have seen, many of these
banks will share information across their fraud and
AML teams.

At the same time, the majority of banks (60%) have
merged processes. A significant 47% of banks have

merged parts of their fraud and AML processes and an

additional 13% have merged all or most.

Reflecting the emphasis on information sharing
around know your customer, KYC is the most
common area of collaboration (56%). The closely
related areas of CDD and sanctions screening (44%
each) and EDD (39%) are also frequent areas of
collaboration.

Many banks also collaborate around alert
investigation processes (44%). Banks point to the
enhanced ability to capture risks when investigating
from both sides of the AFC equation.

Challenges to be overcome include the difficulty in
training teams to understand both fraud detection
and AML compliance methodologies.
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Fraud and AML process Shared fraud and AML processes

collaboration

Know Your Customer screening
Alert investigation
Customer due diligence

Sanctions screening

Enhanced due diligence

B We have merged all or most of our
fraud and AML processes Case management

B We have merged parts of our fraud

Transaction monitoring
and AML processes

Our fraud and AML processes are Reporting
completely separate

Questions: Which of the following statements best describes fraud and AML processes at your bank? N = 30
Which parts of your fraud and AML processes are merged? N =18

Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025.
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Approaches to fraud and AML collaboration: Technology

Fifty-six percent of banks share at least some fraud and AML systems, especially systems for KYC, EDD and case management

IT systems are the engine that drives anti-financial
crime programs at banks and technology evolution is
making advanced tools such as artificial intelligence (AI)
more available to smaller banks.

The sharing of systems across fraud and AML mirrors
process collaboration, with almost as many banks
(56%) sharing at least some systems as have merged
processes (60%, see previous slide). However, this
means that 43% of banks that are currently running
separate systems for AML and fraud are potentially
missing out on the benefits of sharing data and tooling.

More banks share all or most of their fraud and AML
systems (23%) than collaborate across all or most
processes. This reflects the availability of technology
systems that support both fraud and AML as well as the
feasibility of a consolidated architecture to support both
these pillars of AFC.

The most common areas of system consolidation are
KYC and EDD, followed by case management and
transaction monitoring. As several banks told us,
sharing these systems would support holistic analysis
of customer risk, transaction history and customer
behavior, allowing teams to more effectively and
efficiently track, escalate and ultimately report
suspicious activity to regulators.
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Shared fraud and AML Shared fraud and AML system areas
systems

Alert investigation || |GGG 35%
Customer due diligence || GGG 3%
B All or most of our fraud and
AML systems are shared Sanctions screening || GG 20%
Client offboarding etc. || |GGz 24°
B Parts of our fraud and AML 8 %

systems are shared Reporting [ TGN 22%

Our fraud and AML systems
are completely separate

Question: Which of the following statements best describes the AML and fraud technology systems at your bank? N = 30
In which areas do you share your fraud and AML systems? N = 17
Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025.

Know Your Customer screening || GGG -
Enhanced due diligence || GGG 3%
case management || EGTNGNGNNNGEGEGEGEEE 27
Transaction monitoring || GG 1%
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Leveraging Al for fraud and AML use cases

False positives reduction and preparing data for consumption by fraud and AML systems are the leading use cases today

Anti-financial crime technology has evolved considerably
over the past five years. In particular, Al is coming of age
and delivering benefits to banks in the form of enhanced
insights, improved accuracy and greater efficiency. Our
interviews showed that mid-market banks looking to
consolidate fraud and AML systems see this as an
opportunity to upgrade to an Al-enabled platform that
can deliver better results for both fraud and AML.

Many mid-size banks, with the help of their technology
partners, are capturing the benefits of Al across a range
of tasks and functions today.

Using Al to increase efficiency is key. Banks are using Al
for false positive reduction (57%), streamlining
investigations (47%) and writing SARs (27%). Banks are
also using Al to increase effectiveness, with finding more
risk at 43%, identifying new threats at 33% and
detecting connections across networks at 30%.

Data cleansing, used to optimize consumption and
analysis by fraud and AML applications, is the second
most cited application of Al in anti-financial crime.

Many institutions are also leaning on AI to support the
investigation value chain, including for finding more risk,
web searches, data collection and summarizing alert and
case information.
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Current use of Al in fraud and AML

False positives reduction

Data cleansing

Streamlining investigations

Automate ad-hoc web search during investigation
Writing/discovering new rules

Finding more risk

Data collection

Summarizing information (case, adverse media, sanctions)
Identifying new threats/patterns

Machine learning detection models

Information sharing

Detecting and summarizing connections across accounts/client networks

Writing SARs

Automate case investigation

Question: Which use cases do you use Al for today?

. 5 7%
., 50%
I 7%
I 7%
I 3%
I 3%
I 3%
I £0%
I 33%
I 30%
I 30%
I 30%
I 7%
I 3%

Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30
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Future impact on fraud and AML: Machine learning and generative Al

Mid-market banks clearly see more value coming
from AL in the next 12 to 18 months, both from
machine learning and generative Al

Generative Al in particular is seen by almost two-
thirds of banks as having the greatest potential for
impact in building machine learning models, writing
new rules and data collection.

Again, we see a solid balance between
effectiveness and efficiency, with Al delivering
stronger abilities to detect and prevent financial
crime while also, by automating and streamlining
investigative tasks, lowering the load on teams
working to achieve this.

One bank highlights the importance of Al in
supporting fraud and AML detection: “Right now, a
lot of fraud detection is reactive, which means that
fraud is detected after it has already been
committed. However, the future lies in preventative
measures, such as using AI and behavioral analysis
to spot potential fraud before it even happens.
That's something we're actively working toward.”

In our interviews, mid-market banks had less to
say about generative Al in concrete terms,
suggesting they are still exploring the potential for
this new technology.
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Impact of Machine learning and generative AI on fraud and AML use cases: Next 12-18 months
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Question: Which use cases do you think machine learning and generative will have the greatest impact on over the next 12-18 months for mid-market institutions like yours?
Total of “Significant Impact” and “Moderate Impact” responses
Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025. N = 30
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Conclusion




Y

Benefits of fraud and AML collaboration

Fraud and AML share a common
aim in protecting the institution
from financial crime. At the same
time, they have significant
differences. Fraud operations focus
on preventing and detecting
deceptive acts of personal gain,
whereas the core focus of AML
operations lies in preventing the
use of financial institutions to
launder illegal funds or finance
terrorism.
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One of the biggest advantages of
collaboration is the ability to detect
suspicious activities much faster.
Fraud cases often provide early
warning signs of potential money
laundering, while AML
investigations sometimes uncover
fraud schemes that wouldn’t have
been obvious to the fraud team
alone. By collaborating, banks can
connect the dots and identify the
origin of the threat.

Building blocks for fraud and AML collaboration

Next steps for alighment

Bringing together fraud and AML requires collaboration and convergence
of people, processes and technology. A preliminary roadmap could
include:

Collaboration across people and processes
Steps to enhance collaborative processes between teams:

Sharing data across fraud and AML to enhance detection and increase
efficiency

Cross-training for teams to facilitate working across functions as
needed

Providing holistic fraud and AML risk data to CROs and compliance
teams to support comprehensive anti-financial risk strategies

Technology convergence
Technology architectures to support fraud and AML convergence:

Unifying fraud and AML detection on a single platform

Leveraging Al and machine learning capabilities to identify suspicious
activity and patterns and support process automation

Data integration, such as via a data lake, to create a centralized
repository to support collaborative analysis of fraud and AML
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About the Survey

This survey on organizational, operational, and technology trends in fraud and AML convergence was designed by Celent and Hawk. The survey was fielded in
February and March 2025. A total of 30 anti-fraud, compliance, operations and IT professionals at US institutions completed the survey. The distribution of survey
respondents by type and size of institution and respondent’s role is shown below.

In addition, anti-financial crime professionals sat for in-depth interviews on fraud and AML trends. Their institutions are described in the body of the report.

Institution type Asset size, USD Area of responsibility

W Retail/corporate bank $500 million to $999 million ® Anti-Fraud
B Savings institution/credit union m 51 billion to $9.9 billion m Compliance (AML, BSA, KYC, Sanctions)
| $10 billion to $19.9 billion
m Neobank . . .
$20 billion to $49.9 billion m IT / Systems (including Transformation,

Innovation, Digital)

Operations

Source: Celent/Hawk Trends in Fraud & AML Convergence at US Mid-Market Banks & Credit Unions Survey, 2025
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About Hawk

HAWK

Hawk is the leading provider of AI-supported anti-money laundering, screening and fraud prevention
technology. Banks, fintechs and payment providers globally use Hawk's modular platform to pinpoint
financial crime risk with precision, cut fraud losses, and ensure regulatory compliance. Hawk's holistic,
real-time approach to transaction monitoring, payment and customer screening, customer risk rating, and
fraud prevention enables financial institutions to significantly increase the effectiveness and efficiency of
their anti-financial crime operations, responding to threats at speed. For more on Hawk, please visit

www.hawk.ai.
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http://www.hawk.ai/

Interested in learning more?

Celent Research, Risk
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